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Abstract—Formation flying, particularly in swarms, has be-
come a prominent area of interest for UAV applications. While
rigid formation shapes offer several advantages, they also
increase the likelihood of detection by optical or radar systems.
Drawing inspiration from materials science and condensed
matter physics, this paper proposes a method to provide to
a formation an amorphous appearance, thereby reducing the
swarm’s detectability. The proposed technique involves the
introduction of a virtual obstacle that performs stochastic move-
ments within the formation. Two simple metrics are introduced
to evaluate the effectiveness of this approach: one assesses
the formation’s resemblance to a rigid body, while the other
measures the internal velocity correlation among the UAVs.
Simulation results validate the effectiveness of this method.

Index Terms—Autonomous systems, Multivehicle systems,
Cooperative control

I. INTRODUCTION

The subject of coordinated flight for swarms of unmanned
aerial vehicles (UAVs, a.k.a. drones) has received significant
interest in recent decades, both for civilian applications such
as search and rescue, mobile sensor networks, and large-scale
transportation, as well as for military purposes including
surveillance, reconnaissance, and combat missions.

A common goal in these applications can be described as
guiding the swarm to a designated target while preventing
collisions with both the environment and other swarm mem-
bers. To accomplish this, it is often recommended that the
UAVs fly in a specific formation to optimize aerodynamic
efficiency, defense saturation, intelligence-gathering capabil-
ities, or firepower concentration in the case of armed aerial
vehicles.

Multiple techniques are available for formation control and
obstacle avoidance in UAV swarms. For example, virtual
structure [1], [2], consensus-based strategies [3], or even
Model Predictive Control [4], [5] are often considered for
formation keeping, see also [6], [7]. This article considers
a method based on artificial potential fields from [2], with
additional repulsive and rotational potential fields to avoid
obstacles [8]-[10].

Despite all the beneficial aspects, formation flight can
also appear as a drawback in a military context. Indeed,
keeping a strict formation makes the swarm much easier
to detect. While UAVs are usually highly maneuverable
vehicles, a formation is, by definition, a rigid and slow
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maneuvering structure, relatively easy to track with optical
or radar technologies [11]-[14].

The paper therefore proposes a solution to make the
swarm less prone to detection. Taking inspiration from
the field of material sciences, we introduce the notion of
amorphousness which, in the case of material science refers
to the characteristic of a material in which elements are
“bound in disordered, random spatial positions” [15]-[17].
This definition is here adapted to the case of UAV swarms,
and implemented by introducing a virtual obstacle (referred
to as the “disruptor”) within the swarm, producing slicing
and strains in the rigid formation. Its effect on the formation
is illustrated in Fig. 1.

The paper is organized as follows : given the notation and
the control technique used for formation flight and obstacle
avoidance in Section II, we present in Section III the pro-
posed method to disturb the formation. Then, in Section IV,
we present simulation results, with the introduction of two
metrics, one assessing the similarity to a rigid formation and
the other evaluating velocity correlations within the swarm.
We finally conclude this paper with the a discussion over the
limitations of our approach and perspectives of improvement.

Disruptor Off Disruptor On

° UAVs
W Swarm Velocity .

° UAVs
W Swarm Velocity

Fig. 1. Effect of the disruptor method. Close-up views of the swarm from
a mobile reference frame centered on its barycenter, along with the group
velocity (red arrow). (Left) The swarm moves smoothly toward its target
(not shown) after successfully avoiding obstacles, with the arrow-shaped
formation clearly visible. (Right) The UAVs are still heading towards the
target, but the formation shape becomes difficult to discern due to the
disruptor freely moving within the swarm.
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II. UAV SWARM MODEL AND CONTROL
A. Notations

A homogeneous swarm of N UAVs is considered.
Note q; = [x;,y;]7 € R? the position of each UAV
i=1,...,N wur.t. a fixed global planar reference frame. The
Euclidean norm is noted ||.|| and (-, -) is the scalar product.

It is desired that the swarm flies in a formation defined by
the collection of vectors (matrix)

1= (Lo, .., ()

with 1;; = q; — q;, i,7 = 1, ..., N. Each edge in the
formation shall be occupied by one (and only one) UAV. This
vector unambiguously defines the formation and the relative
positions of the UAVs.

The flight area contains N obstacles, having known

locations q2°% = [z¢b, y2¥*]T € R? for k = 1, ..., Nops.

In_1.N)

B. Formation control and obstacle avoidance

Each UAV is assumed to follow ideal first-order dynamics

2)

with u; being the commanded velocity vector. The value of
u; is chosen to satisfy three control objectives.

First, it is desired that the UAVs align their velocity with a
particular vector uy. For this purpose a global swarm velocity
vector is defined using the vector between the position of the
goal q79°% and the barycenter of the swarm (with k, > 0)

Zqz

Second, for keeping the specified formation shape a local
potential function is used (see [2]). And third, for obstacle
avoidance, repulsive and rotational repulsive forces around
the obstacles are added to the velocity command u; sent to
the UAV [9]. Combining the above ingredients yields

qg=u Vie (1, .,N)

uy = qoal

Nobs Nobs

_ud—CZQ’U—kZkap—&-ZF’Ot

J#

where each term respectively corresponds to the global
swarm velocity command, the formation potential function,
the repulsive and the rotational repulsive forces. In the above,
C is a symmetric positive definite matrix, and

3)

1 2 —1
iy =a; —q; — lij +0v(—z — B )8 (a4 —qj)
il
with B;; = 3llai — qjlI*, B = 3/Lyl°, & and 5 two

positive parameters to select.

The repulsive forces created by the N©°’* obstacles on
the i*" UAV is the sum of all the forces F;% created by
each obstacle k on the i*"* UAV. Noting the logic statement

with ODiC the unit vector from the obstacle k to the UAV
i, k. > 0 and dy > 0 the radius of influence of the obstacle
(tuning parameters).

Finally, the rotational forces (see [8], [9])

O —wi,k
Wi k O

)

I =k | |on;

with k&, > 0, and w; ;, calculated as

_1 . .
Wik = —p— if AN—B is true
ik Tag? —aill

0 if —A is true

where B = (det[q(** — q;,q?°" — q;] > 0).

The control law of Eq. (4) has been experimentally tested
in the context of a confined environment. It possesses the
desirable properties of reaching the goal (asymptotically, even
if the goal is moving) without collision between the UAVs,
or with obstacles, as expected from the theoretical works
of [2], [8]-[10], even in the presence of communication
delays and computational lags due to fast reconfiguration
by optimization-based techniques. For a detailed account of
these experiments conducted on a Crazyflie'-based platform,
refer to [18].

III. DISTURBING A SWARM
A. Amorphousness

The main idea of the paper is to disturb the swarm’s
formation to give its internal structure the property of amor-
phousness.

Amorphousness is a concept from condensed matter
physics and material science. It refers to the characteristic of
a material in which the atoms, unlike in a crystalline state,
are “bound in disordered, random spatial positions” [15], with
”no long-range periodicity” [16], no lattice periodicity, nor
any translational invariance or symmetry in tiling [17].
Amorphousness, which is related to the notion of complexity,
should not be mistaken for randomness (see [19]). Randomly
perturbing individual positions with noise does not suffice to
create amorphousness because, unless very large random off-
sets are used, the spatial correlations mentioned above persist.
Amorphousness can be mathematically described in the the-
ory of computational mechanics [19], using hidden Markov
models, or through information theory, e.g., via Shannon’s
entropy, universal Turing machines, and Kolmogorov-Chaitin
(KC) complexity [20].

Being amorphous has an impact on the detectability of
UAVs. Two main classes of technology are commonly used
to detect flying objects: vision and radar (see [11]-[13],
[21], [22]). Visual detection of a UAV swarm becomes more
challenging when the movements of individual UAVs are not
clearly correlated. Additionally, it is harder to determine the

A= (|la; — a3®|| < do), one has swarm’s target if it is unclear that the UAVs are flying as a
. ) coordinated group.
hp(—tp — L)L ___ODF if Ais true, group
Frer — lfa:i—ag®[ ~ do’ Tlai—ag®]| ?
ik 0 otherwise ISee at https://www.bitcraze.io/products/crazyflie-2-1/
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Though no clear study has been published on the subject
yet, radar detection is also likely to be troubled by amor-
phousness. This is discussed next.

In the case of a crystalline material, illuminating the
structure with radio frequency waves (typically X-rays) will
result in constructive and destructive interferences giving
birth to diffraction patterns [23]. These patterns, taking the
shape of peaks in the diffraction diagram (Bragg’s peaks),
are not visible in the case of an amorphous material (which
produce diffuse scattering instead of interferences). With
well tailored wave length (of the order of magnitude as the
distance between UAVs, e.g. decimeter band wave lengths
(UHD, S-Band, L-Band...)?, the same type of phenomenon
should be witnessed in the case of a UAV formation being
observed with a radar [26].

In the context of UAV swarms, we quantify amorphousness
using two metrics depending on ¢;, and ¢;, that mainly relate
to the capability of an external observer to not discern a rigid
shape structure inside the swarm. The structure should avoid
spatial, but also temporal patterns, as to make it harder to
identify any kind of rigidity.

Our current method, using Eq. (4), is made to keep the
UAVs as much as possible in the formation shape defined by
the vector 1 (see Eq. (1)). Our goal then is to add a corrective
term to this control to provide the desired amorphousness.
This can be summed up with the following:

Main problem. Given Egs. (2) and (3), find an additional
term in (3) that provides amorphousness to the swarm.

B. Introducing a disruptor

To create the desired amorphousness, we propose a novel
approach that introduces a virtual obstacle (later on referred
to as disruptor)® confined within the formation’s boundaries.
The rationale is that the virtual obstacle will force movement
inside the formation, creating clusters of different densities,
at various spots of the formation at each collision. Making
this obstacle move in a random pattern will avoid repetitive
motion of the disruptor. It behaves much like ball milling,
an established technique employed to produce amorphous
materials through blending and grinding of substances like
minerals, compounds, alloys, or ice crystals [27].

With the added disrupting obstacle, the velocity command of
each UAV Eq. (3) becomes

Nops+1 Nops+1
w=u—CY ®;+ > FT+ > FY @
J#i k k

The disruptor is a circular obstacle of radius r¢. Note q¢ its
position, and v its velocity.

2Many studies report usage of (multi-static) radars operating in S-band
(2.4 GHz) to exploit the Micro-Doppler signatures (mDS) generated by the
fast rotation of the UAVs blades, see e.g. [24] where coherent pulses are
employed, and [25] for radar signatures classification and references therein
for experimental validation using X-band (9.7 GHz) radars.

3The idea can be extended to multiple disruptor.
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Note g° the barycenter of the positions of all the UAVs,
and v? its velocity.

1
Q=< a4 V=4
N i

The disruptor is freely moving inside a disc centered at
q® with a fixed radius r®, chosen to cover the formation
defined by (1). When the disruptor reaches the boundary of
the disc it “bounces” in a new direction as illustrated on
Fig. 2. We note o, € [—7, 7] the angle defining the new
direction (for the n'" bounce) of the disruptor and at each
bounce, its velocity vector v? is updated following

qs _ qd

la® — g/
where R, is the rotation matrix of angle «,, in the plane,
and V > 0. Similarly to a sweeping process [28], v¢ remains
constant within the fixed reference frame until the disruptor
touches the formation circular enclosure and gets its velocity
updated again according to Section III-B.

vi=vi4vl =v +VR,,

Fig. 2. The disruptor bounces within the formation circular enclosure.

C. Nature and amplitude of the bouncing angle

1) Avoiding cycles: Under some circumstances, the mo-
tion of the disruptor may be periodic, which is not desirable.
Consider the case when v* is a constant vector, which is
often the case during long distance flight. Noting (a;,)nen
the arguments of the impact points on the circular enclosure
and (o, )nen the sequence of (incidence) angles between the
outgoing velocity and the radius of impact, the recurrence
equation is

Gpt1 = Qp + 20, — sign(ay,)m

If the bouncing angle is chosen constant, i.e. Vn € N, «, =
«, then the relation becomes a,, = ag — n(m — 2«) with ag
the initial argument. This relation generates a cyclic sequence
on the unit circle if and only if there exists (¢,p) € Z s.t.
—p(m — 2a) = 27q i.e.

a=rt+9 5)

In this case, p will be the length of the cycle, and ¢ the
winding number of the disruptor w.r.t. q°. To avoid these
cycles, it is necessary to avoid the values in the set (5), i.e.
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the rational multiples of 7. The solutions to this issue is
to either select a constant o that does not satisfy the cycle
condition, or to introduce randomness in the choice of the
bouncing angle.

2) Optimizing area coverage: It is desired that within
a few bounces, the disruptor covers a vast percentage of
the formation surface. This gives it more chances to create
amorphousness everywhere in the formation over a given
observation period. The area covered by the disruptor (having
r¢ as radius) can be numerically determined*. In the general
case, no analytic solution can be easily found. Fig. 3 shows
for instance the coverage pattern of the disruptor in the case
of a constant bouncing angle over 12 bounces.

Fixed Bounce Angle
a = 10°, Coverage 66%

Random Bounce Angle
a = 10°, Coverage 39%

\“

\, =

a = 20°, Coverage 75% a = 20°, Coverage 60%

a = 45°, Coverage 34%

a = 60°, Coverage 33%

Fig. 3. Coverage pattern of the disruptor and coverage percentage of the
enclosing circle, with rd = %rs, and limited to 12 bounces. At each
bounce, the new bounce angle 1s either fixed and deterministic (left), or
taken from a uniform distribution over [—a, «] (right). Yellow zones are
zones of most frequent presence of the disruptor.

This evaluation allows comparing between taking a
fixed «,, or taking a random angle at each bounce. Fig. 4
reports the coverage obtained in a limited number of bounces
(6 and 12 here) for different angle values, corresponding to
the constant bouncing angle in the case of a fixed «,,, and
corresponding to the amplitude of the uniform distribution of
the choice of «,, in the case of a random bouncing angle.

For a fixed angle, the coverage seems to be better around
low values of « (typically for o between 10° and 20°), and

“4For this purpose a mesh is defined on the disc, and the occurrences of
presence of the disruptor are counted for each cell of the mesh.

Effect of angle on coverage

—— Fixed angle (12 bounce)
—— Fixed angle (6 bounce)
——- Random Angle (12 bounce)

Random Angle (6 bounce)
80 4

| PO
i $

20 4//

Zone Coverage (%)

0 T
0 5

R e I R S e
10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90
Bounce angle(®)

Fig. 4. Comparisons of coverage percentage for fixed and random bounce

angle, for a total of 6 and 12 bounces, and a disruptor radius 7% = %rs

The bounce angle v, is either constant of value «, or uniformly randomly
distributed over [—a;, «].

it decreases when « increases. Also we notice some drops
in terms of coverage for some specific values of « in case
of a fixed angle. Indeed these drops are expected from the
previous discussion in Section III-C1. The black crosses on
the figure correspond to values of « that satisfy Eq. (5) for
p < 12 (cycle shorter than number of bounces), and it can
be easily checked that the drops in coverage correspond to
values of « that create short cycles (for instance o = 30°
corresponds to ¢ = —1 and p = 3). Interestingly, we see
that random selection of bouncing angles provides higher
and more uniform coverage rates from 30° to 60°. Given
that random angles will not create any cycles, this represents
a valuable choice.

Another point of interest is the distribution of the bouncing
points on the circle. The sequence (a,) can be readily
studied. A straightforward calculus yields a,42 = a, +
20, + 2,41 mod 27 and, thus one can easily obtain, for
all n > 1,

2n—2
aon—1 = agp — sign(ap)m + Z 2c; mod 2w (6)
i=0
2n—1
oy = ag + Z 2c; mod 27 7
i=0

The «; are independent random variables, with uniform
distributions on [—«,«]. So as n — oo, the distributions
of ag, and ag,41 will converge to a Gaussian according
to the central limit theorem [29], for which we can easily
calculate the mean and standard deviation. The distribution
shape of ag, and as,41 will depend on the amplitude «,
but also on the number of bounces. As n increases, the two
distributions take more and more the shape of a Gaussian,
getting gradually flatter. So for n high enough and for a
chosen amplitude, we can guarantee that every point on
the circle can be visited (from a stochastic point of view).
The higher the amplitude, the lower n can be to have this
guarantee.
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D. Tuning the parameters

The disruptor method we propose is defined by a list
of parameters that can be gathered into 3 groups: i) the
parameters that are related to the mission, and are thus fixed
like the number of UAVs N, the radius r° of the formation,
and the velocity of the swarm v?®, ii) the parameters that
act on the control of the UAVs, that have been fine-tuned
in the process described in [18] (see Section IV-A for the
values), iii) finally the parameters linked to the bouncing
of the disruptor, that still need to be chosen: nature and
amplitude « of the bouncing angle «,, the velocity V' and
the radius ¢ of the disruptor

For the bouncing angle sequence «,,, we have seen earlier
that choosing a random sequence yielded overall good results
in terms of coverage compared to a constant bouncing angle,
and had the advantage of not creating any cycle. For the am-
plitude «, the best results were obtained for « € [30°,607],
so following further tests the middle of the range o = 45°
was chosen. We then chose to have the disruptor bounce in
the disc approximately every 2 seconds, so noting 7' this
period gives us the relative velocity V' = 2r°/T. Finally, we
have chosen the disruptor dimension such that each bounce
covers between a third and half of the disc. This led us to
choose r¢ = g after some testing. These two last parameters
have of course a great impact the quality of the amorphous
aspect we are aiming for. Making it bounce too slow will have
just give a deformed static formation shape, while making
it too fast wont give enough time for teh UAVs to try and
avoid the obstacle. The same logic can be applied for the
size of the disruptor, where too small wont have any effect,
and too big will push the UAVs in blocks. Tuning these two
parameters was done with testing in simulation, to try and
find this “goldylock™ area.

IV. SIMULATION RESULTS

In this section we present the results from simulations, with
first some plots to show the effectiveness and practicality of
our control method, then in a second part we introduce two
metrics to quantify the amorphousness of the swarm.

A. Parameters Values

Table I reports the values used for the control parameters.

TABLE I
VALUES OF TUNING PARAMETERS FOR CONTROL.
ka) | vO) | 6G) | cO) | kr() | kg() | do(m) | d(m)
0.2 1 0.002 | 0.2 0.02 0.1 1 0.6

With C = cI and d the minimal value of [|1;;||. Furthermore,
the velocity of each UAV is bounded by V4 = 1 m/s. The
disruptor parameters values are given in Table II.

B. Effect of the disruptor, formation control and obstacle
avoidance

A handy feature of the proposed disruptor method, is that
it can be activated or de-activated at the flick of a switch, by

TABLE I
VALUES OF TUNING PARAMETERS FOR THE DISRUPTOR.
r*(m) | r7(m) al®) V (m/s)
1 45 (random) 1

simply considering or removing the disruptor from the list of
obstacles in Eq. (4).

To illustrate this, the scenario at hand consists of a small
swarm of 12 UAVs, tasked with reaching two goals in
the zone in a certain order, while keeping an arrow-like
formation. They encounter an obstacle on the way to the
first objective, and no disruptor is active. On the way to the
second objective, the obstacle is not met (it is too far on the
left of the formation), but the disruptor is activated.

As shown on Fig. 5, the UAVs pass around the obstacles
without any issue or collisions, and keep as much as possible
the arrow shape (while allowing some changes to it to avoid
rigidity).

Then, on the second part of the demonstration on Fig. 5,
where the disruptor is activated, one can clearly see that the
swarm does not keep its arrow shape, and that the UAVs
move in an amorphous manner.

C. Quantifying amorphousness

Below, we present two metrics that can be used to quantify
the amorphousness of the swarm.

The first metric aims at measuring how well a group
movement can be identified from the movement of the swarm.
The idea is to try fitting the behavior of a rigid virtual
structure to the observed swarm movement.

In a rigid virtual structure with N nodes, the velocity of
the node ¢, written v; can be expressed as

Vi:VS+Q><1i

with v® the velocity of the swarm, 2 the rotation velocity
vector of the formation, and 1; = q; — q°. So we can write
it as

v—a g2l no[p] @

where [.]y is the skew-symmetric matrix associated to the
cross product with its argument, ie the matrix that when doing
standard matrix multiplication with a vector has the same
effect as the cross product with the vector associated to the
matrix.

Noting v(t) 2 [vi(t)7,...,vn(t)T]T and A(t) =
[A1(t)T, ..., Ax(#)T]T, we obtain a classic linear regression

problem v(t) = A(¢) , with v® and € the two unknown

v
Q
variables to be found. This serves to define the following
performance index.

Performance index 1 (stress and torsional flexibility). The
stress flexibility of the velocities v(t), respectively the tor-
sional flexibility, is defined as o,(t) and oq(t) where
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Fig. 5. Graph of the test scenario. The first row shows the formation control and obstacle avoidance. Second row shows the effect of the disruptor (pictured
in light gray) on the swarm. While the (arrow-shaped) formation is clearly visible before the disruptor is introduced in the control scheme (top row), the
formation is much more difficult to distinguish when it is active (bottom row). In both cases, the formation aims to reach the assigned goal (in red) while

avoiding the obstacle (in black).

[0u(t),00(t)] is the estimated standard error of the linear
least-squares problem

min]Hv(t) —A(t) R}] I

[vs,Q2

Performance Index 1
T T T T
Performance Index 1 (v,)
1k 1
1 Performance Index 1 (£
oA j’

0.6 [ b

Obstacle .
02F Avoidance Disruptor ON q

0 L L L L L I
10 20 30 40 50 60 70 80

Time(s)

Fig. 6. Amorphousness measured by Performance index 1 (two parameters)
in the case of a simulation with obstacle avoidance and a disruptor being
activated on a limited time period. The figure shows f(ov) and f(oq), with
fle)y=2— ﬁ for better visualization of the performance index.

Fig. 6 reports the variations of this first metric during
a scenario similar to the one described in Section IV-B,
but with the distance between the objects (goals, obstacles)
being increased to help distinguish the successive steps of the
scenario. The stress and torsional flexibility indices are higher
during the obstacle avoidance and the active disruptor phases,
whereas both indices remain under 0.01 in normal formation
flight, which means that it is indeed harder to fit a strict rigid

structure on the swarm during these periods. During these two
phases, the uncertainty on €2 is quite similar for both, while
the uncertainty on v*® is higher during the disruptor active
phase.

The second metric is a measure of correlation in velocities
between neighbors of the swarm [30] (birds flock in the cited
reference). Let C,(t) be the correlation in velocity of the
UAV at a topological distance’® n:

1 y
Calt) = v D (silt) , 54(0)3%
@]
In the above, v; is the velocity of the UAV i, k;; is
the fopological distance between UAV i and j, 6y is the
Kronecker delta function, and

Performance index 2 (Connected correlation, from [30]).
This metric is the velocity correlation between the 3 closest
neighbors in the sense of the positions q = (qf,...,q%)7
N %(01 (t) + Cz(t) + Cg(t))

Fig. 7 reports the value of this correlation metric during
the same demonstration scenario used for Fig. 6. As with the
first metric, we observe a slight degradation while avoiding
an obstacle, and a severe degradation when the disruptor is
active, showing once again the relevance of our proposed
method.

s

5This distance quantifies the structural difference between two graphs in
a metric space.
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Fig. 7. Amorphousness measured by Performance index 2, in the case of
a simulation with obstacle avoidance and a disruptor being activated on a
limited time period.

CONCLUSION

In this paper, we addressed the problem of making a
swarm structure difficult to detect by using the concept of
amorphousness found in the field of material science and
condensed physics and adapting it to the case of swarms
of UAVs. The method employs a bouncing virtual obstacle
meant to disturb the UAV formation by forcing movement
inside it. According to the metrics we introduced in Sec-
tion IV-C this method has promising performance and is
straightforward to implement.

The method and its application have been considered in
a 2D workspace for the sake of simplicity, but can be
generalized easily to the 3D case, as the control method
already works well in 3D (see [18]), and the method for
amorphousness will only require for the disruptor to move
within a sphere rather than a disk. The performance indexes
will also be adapted without difficulty. Further studies will
also consider experimental validation on the ISL’s indoor
Crazyflie-based swarm arena.
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